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In-Depth Definition of CYBERSECURITY

Cybersecurity is a systematic method of shielding end-users of the internet with the main goal of
protecting systems, programs, and networks from digital attacks; also known as “cyberattacks”, these
type of malicious acts aims on unauthorized accessing, changing, or destroying sensitive information,
extorting money from victims, or interrupting normal business activities that are in the digital platform.

Legal Case of Razer (Gaming Firm) vs an IT Vendor for Customers’ Data Leak in 2020

Refer to the original article here:

https://www.channelnewsasia.com/business/razer-sues-it-vendor-losses-over-leak-customers-data-
2806546

One example of a cyberattack is Insider Threats —this is a form of security breach/ losses caused
by humans. For example, employees, contractors, and/or customers. Insider Threats can be either
malicious or negligent in nature, but does not set aside the fact that it can be highly disruptive for business
activities and operations that are in the digital platform.

How Can We Avoid Such Issues?

A brief introduction to MxDR — stands for Managed eXtended Detection & Response, a
cybersecurity service that is a mixture of advanced technology and human expertise to perform threat
hunting, monitoring, and response to findings for various internet users. The main benefit of MxDR is that
it helps rapidly identify and limit the impact of threats without the need of additional staffing.

Sources:

https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html

https://www.channelnewsasia.com/business/razer-sues-it-vendor-losses-over-leak-customers-data-
2806546

https://blog.netwrix.com/2018/05/15/top-10-most-common-types-of-cyber-
attacks/#:~:text=Top%2010%20Most%20Common%20Types%200f%20Cyber%20Attacks,is%20installed
%20in%20your%20system%20without%20your%20consent

https://www.crowdstrike.com/cybersecurity-101/managed-detection-and-response-
mdr/#:~:text=Managed%20detection%20and%20response%20(MDR)%20is%20a%20cybersecurity%20se
rvice%20that,the%20need%20for%20additional%20staffing.
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